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Case Information

CA Owner
SECOM Trust Systems Co., Ltd.

Subject
Add SECOM TLS Root CAs

Case Record Type

Root Inclusion Request

Root Stores Applying To
Apple;Mozilla

Case Information - Apple

Apple Root Program Policy Agreement
False

Case Information - Mozilla

Value Statement Link (Mozilla)

We issue TLS server certificates to subscribers who belong to companies and other organizations in Japan. (We issue TLS server
certificates to subscribers who belong to companies and other organizations in Japan.)

Bugzilla Bug (link)

https://bugzilla.mozilla.org/show_bug.cgi?id=1943001 (https://bugzilla.mozilla.org/show_bug.cgi?id=1943001)
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CA Owner Information
Company Website
http://www.secomtrust.net/ (http://www.secomtrust.net/)

Organizational Type

Private Corporation

Geographic Focus

Japan

Primary Market / Customer Base

SECOM Trust Systems launched its public Certificate Authority (CA) services in 2004 as Japan'’s first WebTrust-accredited CA, and has
participated in the CA/Browser Forum since 2007. We provide trusted TLS, S/MIME, document signing, and other certificates to
government, academic, and corporate users.

Document Repository

https://repo1.secomtrust.net/spcpp/publicly-trusted-cpcps/ (https://repo1.secomtrust.net/spcpp/publicly-trusted-cpcps/)

Document Repository Description

Recognized CAA Domains

secomtrust.net

Problem Reporting Mechanism

https://www.secomtrust.net/sts/cert/report_entry.html

CA Address
10-5 Tomihisacho, Shinjuku-ku, Tokyo, Japan, 162-0067

CA Email Alias 1

cainfo@ml.secom-sts.co.jp
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List of all ‘Included’ Root Certificates

CERTIFICATE SUBJECT
COMMON NAME / CCADB
NAME

SECOM Document Signing RSA
Root CA 2023

SECOM RSA Root CA 2023

SECOM SMIME RSA Root CA 2024

SECOM TLS ECC Root CA 2024

SECOM TLS RSA Root CA 2024

Security Communication ECC
RootCA1

Security Communication RootCA2

Security Communication RootCA3

SHA-256 FINGERPRINT

46219BBF9148F00E8B7A4C619B57CF7602701FF81348400718870FABD31FC5BE

2C154235528D701790B675AFF6E1970827B10ED665E913835BF46E3460FD5C84

3629E7188E00A7CB3232C4426BC84912F1218B1A9AE676COBOABET1DBFE2182B5

6AB2AB75F51CB4F4F0156203FBF6F646232F514BE059F62833308B82B4D72DB1

1435F225C5D252D7A21948CC3CE62AECFA88001E3DD72D1CC3555100EB372F93

E74FBDA55BD564C473A36B441AA799C8A68E077440E8288BIFATES0E4BBACATT

513B2CECB810D4CDE5SDD85391ADFC6C2DD60D87BB736D2B521484AA47A0EBEF6

24A55C2AB051442D0617766541239A4AD032D7C55175AA34FFDE2FBC4F5C5294

INCLUDED IN ROOT
STORES

Microsoft

Microsoft

Microsoft

Microsoft

Microsoft

Google Chrome; Microsoft;
Mozilla

Apple; Google Chrome;
Microsoft; Mozilla

Microsoft
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SECOM TLS RSA Root CA 2024

Root Case Number: R00006114
Root Stores Applying To: Apple;Mozilla

Certificate Information

Root Certificate Status
Apple: Not Included; Google Chrome: Not Included; Microsoft: Included; Mozilla: Not Yet Included

Explanation and Role

This root CA is dedicated to the issuance of TLS server certificates, with end-entity certificates limited to the id-kp-serverAuth
EKU. The root CA and its hierarchy are designed to comply with the latest requirements for single-purpose roots from major
root programs, thereby enhancing security. SECOM Trust Systems is one of the oldest and most trusted certificate authorities
in Japan, with certificates widely used by government agencies, financial institutions, and large enterprises. Inclusion of this
root CA enables secure web communications for Japanese users and ensures compliance with industry standards. By
supporting a CA deeply rooted in Japan'’s digital infrastructure, this root CA contributes to global diversity and strengthens
regional trust anchors. Furthermore, SECOM Trust Systems addresses ecosystem needs by providing ACME-based
certificate issuance.

Root Certificate Download URL

https://repo1.secomtrust.net/root/tlsrsa/tlsrsarootca2024.cer

crt.sh URL

https://crt.sh/?q=1435F225C5D252D7A21948CC3CEG62AECFA88001E3DD72D1CC3555100EB372F93 (https://crt.sh/?
9=1435F225C5D252D7A21948CC3CEG62AECFA88001E3DD72D1CC3555100EB372F93)
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Certificate Data Extracted from PEM

Subject
CN=SECOM TLS RSA Root CA 2024; O=SECOM Trust Systems Co., Ltd.; C=JP

Issuer
CN=SECOM TLS RSA Root CA 2024; O=SECOM Trust Systems Co., Ltd.; C=JP

Valid From (GMT)
2024/01/31

Valid To (GMT)
2049/01/14

Certificate Serial Number
00EE8934D0CBS80EOB2

SHA-1 Fingerprint
FB97967CEF8D986306C03BB611F8E01397A298D3

SHA-256 Fingerprint
1435F225C5D252D7A21948CC3CE62AECFA88001E3DD72D1CC3555100EB372F93

Signature Hash Algorithm
SHA384WithRSA

Public Key Algorithm
RSA 4096 bits

SPKI SHA256
FOEOB6FBE8B74D4F82D8ED8F8BD6A3D083DC19DB3D2CEDB1061CCB76D848EE7D

Subject + SPKI SHA256
7CBOFB6286E97C06D8CBB857DA91B24173ABB2CACDOD5CBFFAE3CA8961F9A5B7

Key Generation

Key Generation Date
2024/01/31

Key Generation Audit Report Date
2024/03/27

Key Generation Audit Report
https://bugzilla.mozilla.org/attachment.cgi?id=9421443 (https://bugzilla.mozilla.org/attachment.cgi?id=9421443)
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Pertaining to Certificates Issued by this CA

JSON Array of All Full CRL URLs

["http://repo1.secomtrust.net/root/tisrsaltisrsarootca2024.crl (http://repo1.secomtrust.net/root/tlsrsal/tlsrsarootca2024.crl)"]

JSON Array of Partitioned CRLs

CA Hierarchy Information

Cross-Signed by another Root Cert?
No

Cross Signed by Another CA Operator?
No

Has Externally Operated SubCAs?
Yes

CP/CPS allows Ext Operated SubCAs?

Yes

Has External Registration Authorities?
No

CP/CPS allows External RAs?

Yes

Description of PKI Hierarchy

Issuance of TLS certificates.

Intended Use Case(s) Served
Server Authentication (TLS) 1.3.6.1.5.5.7.3.1

CA/B Forum Certificate Policy Identifier
extended-validation 2.23.140.1.1;domain-validated 2.23.140.1.2.1;organization-validated 2.23.140.1.2.2

TLS Certificate Domain Validation Method

3.2.2.4.4 Constructed Email to Domain Contact;3.2.2.4.7 DNS Change;3.2.2.4.12 Validating Applicant as a Domain
Contact;3.2.2.4.14 Email to DNS TXT Contact;3.2.2.4.18 Agreed-Upon Change to Website v2;3.2.2.4.19 Agreed-Upon
Change to Website - ACME
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Test Websites

Test Website - Valid

https://ovrsa2024v.secomtrust-verification.com (https://ovrsa2024v.secomtrust-verification.com)

Test Website - Expired

https://ovrsa2024e.secomtrust-verification.com (https://ovrsa2024e.secomtrust-verification.com)

Test Website - Revoked

https://ovrsa2024r.secomtrust-verification.com (https://ovrsa2024r.secomtrust-verification.com)

Test Results

Revocation Tested

No error. https://certificate.revocationcheck.com/evrsa2024v.secomtrust-verification.com PDF https://drive.google.com/file/
d/1CCkYWVDoh3BoMInVKmtqGEbXnfe8pEYi/view?usp=drive_link

CA/Browser Forum Lint Test

No error. https://crt.sh/?id=14149867500&opt=pkimetal PDF https://drive.google.com/file/d/1n2KiNrNPAA-
RzLuBiwkkug55LySRcQe4/view?usp=drive_link

EV Tested
Success. PDF https://drive.google.com/file/d/177p5haVIgbHAckzgzxrlitaxYsX5y43Rp/view?usp=drive_link
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Audit Statements

Audit Firm
KPMG

Audit Firm Location

Japan

Standard Audit

Standard Audit

Type

Statement Date

Period Start Date

Period End Date

NetSec Audit

NetSec Audit

Type

Statement Date

Period Start Date

Period End Date

https://ccadb.my.salesforce-sites.com/ccadb/CasePrintViewAllPublic?r...

https://www.cpacanada.ca/api/getPDFWebTrust?attachmentld=61a1e198-3c05-4
088-a56d-3cd80ba6fd1c (https://www.cpacanada.ca/api/getPDFWebTrust?attach
mentld=61a1e198-3c05-4088-a56d-3cd80ba6fd1c)

WebTrust

2025/08/05

2024/06/07

2025/06/06

https://www.cpacanada.ca/api/getPDFWebTrust?attachmentld=ba5e0c0f-7e74-49
06-9228-05d16fb1f201 (https://www.cpacanada.ca/api/getPDFWebTrust?attachm
entld=ba5e0c0f-7e74-4906-9228-05d16fb1f201)

WebTrust

2025/08/05

2024/06/07

2025/06/06
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BR Audit

BR Audit

Type

Statement Date

Period Start Date

Period End Date

EV Audit

EV Audit

Type

Statement Date

Period Start Date

Period End Date
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mentld=9a779169-0d92-40a8-b032-ac2b28163bf1)

WebTrust

2025/08/05

2024/06/07

2025/06/06
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WebTrust

2025/08/05

2024/06/07

2025/06/06
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Non-Audit Documents

Document Type

Document Link

Effective Date

Associated Trust Bits

Version

Policy Identifiers

Comments

Document Type

Document Link

Effective Date

Associated Trust Bits

Version

Policy Identifiers

Comments

https://ccadb.my.salesforce-sites.com/ccadb/CasePrintViewAllPublic?r...

MD/AsciiDoc CP/CPS

https://repo1.secomtrust.net/spcpp/publicly-trusted-cpcps/
SECOM_Publicly_Trusted_TLS_CP-CPS_EN.md

2026/02/12

Server Authentication;Client Authentication;OCSP Signing

1.2.392.200091.100.721.1; 1.2.392.200091.100.751.1;
1.2.392.200091.100.752.1; 1.2.392.200091.100.752.2;
1.2.392.200091.100.901.11; 1.2.392.200091.100.901.4;
1.2.392.200091.100.901.6; 1.2.392.200091.100.902.1;
1.2.392.200091.100.902.3; 1.2.392.200091.100.999.11;
1.2.392.200091.100.999.13; 1.2.392.200091.110.213.1;
1.2.392.200091.110.214.3; 1.2.392.200091.110.214.4; 2.23.140.1.1;
2.23.140.1.2.1; 2.23.140.1.2.2

https://repo1.secomtrust.net/spcpp/publicly-trusted-cpcps/ https://
repo1.secomtrust.net/spcpp/publicly-trusted-cpcps/
SECOM_Publicly_Trusted_TLS_CP-CPS_EN.html

Self-Assessment

https://bugzilla.mozilla.org/attachment.cgi?id=9523126

2025/10/29

1.7
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Application Information - Apple

Apple Certificate Request Status

Replacing a Certificate?

SHA-256 Hash of the Cert being
Replaced

Certificate Replacement Date

CA Owner Operating?

Apple Trust Bits

Apple EV Enabled

Apple EV Policy OID(s)

Apple Applied Constraints

Application Information - Mozilla

Mozilla Trust Bits

Mozilla EV Policy OID

Mozilla Applied Constraints

Mozilla Certificate Request Status

https://ccadb.my.salesforce-sites.com/ccadb/CasePrintViewAllPublic?r...

True

513B2CECB810D4CDESDD85391ADFC6C2DD60D87BB736D2B521484AA47A0EBEF6

2027/04/01

Yes
serverAuth;clientAuth
True

2.23.140.1.1

Information Verification In Process
Websites

2.23.140.1.1
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SECOM TLS ECC Root CA 2024

Root Case Number: RO0006115
Root Stores Applying To: Apple;Mozilla

Certificate Information

Root Certificate Status
Apple: Not Included; Google Chrome: Not Included; Microsoft: Included; Mozilla: Not Yet Included

Explanation and Role

This root CA is dedicated to the issuance of TLS server certificates, with end-entity certificates limited to the id-kp-serverAuth
EKU. The root CA and its hierarchy are designed to comply with the latest requirements for single-purpose roots from major
root programs, thereby enhancing security. SECOM Trust Systems is one of the oldest and most trusted certificate authorities
in Japan, with certificates widely used by government agencies, financial institutions, and large enterprises. Inclusion of this
root CA enables secure web communications for Japanese users and ensures compliance with industry standards. By
supporting a CA deeply rooted in Japan'’s digital infrastructure, this root CA contributes to global diversity and strengthens
regional trust anchors. Furthermore, SECOM Trust Systems addresses ecosystem needs by providing ACME-based
certificate issuance.

Root Certificate Download URL

https://repo1.secomtrust.net/root/tisecc/tlseccrootca2024.cer

crt.sh URL

https://crt.sh/?q=6AB2AB75F51CB4F4F0156203FBF6F646232F514BE059F62833308B82B4D72DB1 (https:/crt.sh/?
9=6AB2AB75F51CB4F4F0156203FBF6F646232F514BE059F62833308B82B4D72DB1)
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Certificate Data Extracted from PEM

Subject
CN=SECOM TLS ECC Root CA 2024; O=SECOM Trust Systems Co., Ltd.; C=JP

Issuer
CN=SECOM TLS ECC Root CA 2024; O=SECOM Trust Systems Co., Ltd.; C=JP

Valid From (GMT)
2024/01/31

Valid To (GMT)
2049/01/14

Certificate Serial Number
00817A2CEF8F237A44

SHA-1 Fingerprint
TA1F222D72B2C3198744DB6169E8AG64BD70D440E

SHA-256 Fingerprint
6AB2AB75F51CB4F4F0156203FBF6F646232F514BE059F62833308B82B4D72DB1

Signature Hash Algorithm
ecdsaWithSHA384

Public Key Algorithm
EC secp384r1

SPKI SHA256
294679EO0F97FFD474F19567B36382394E1B4960E030975E66353452034A3C5EA

Subject + SPKI SHA256
A52E04D4E56BD47932C3COEEB1A011AC8578475A35D78A2AEOD9DD955F98DEBG

Key Generation

Key Generation Date
2024/01/31

Key Generation Audit Report Date
2024/03/27

Key Generation Audit Report
https://bugzilla.mozilla.org/attachment.cgi?id=9421443 (https://bugzilla.mozilla.org/attachment.cgi?id=9421443)
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Pertaining to Certificates Issued by this CA

JSON Array of All Full CRL URLs

["http://repo1.secomtrust.net/root/tisecc/tlseccrootca2024.crl (http://repo1.secomtrust.net/root/tisecc/tiseccrootca2024.crl)"]

JSON Array of Partitioned CRLs

CA Hierarchy Information

Cross-Signed by another Root Cert?
No

Cross Signed by Another CA Operator?
No

Has Externally Operated SubCAs?
No

CP/CPS allows Ext Operated SubCAs?

Yes

Has External Registration Authorities?
No

CP/CPS allows External RAs?

Yes

Description of PKI Hierarchy

Issuance of TLS certificates.

Intended Use Case(s) Served
Server Authentication (TLS) 1.3.6.1.5.5.7.3.1

CA/B Forum Certificate Policy Identifier
extended-validation 2.23.140.1.1;organization-validated 2.23.140.1.2.2

TLS Certificate Domain Validation Method

3.2.2.4.4 Constructed Email to Domain Contact;3.2.2.4.7 DNS Change;3.2.2.4.12 Validating Applicant as a Domain
Contact;3.2.2.4.14 Email to DNS TXT Contact;3.2.2.4.18 Agreed-Upon Change to Website v2;3.2.2.4.19 Agreed-Upon
Change to Website - ACME
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Test Websites

Test Website - Valid

https://ovecc2024v.secomtrust-verification.com (https://ovecc2024v.secomtrust-verification.com)

Test Website - Expired

https://ovecc2024e.secomtrust-verification.com (https://ovecc2024e.secomtrust-verification.com)

Test Website - Revoked

https://ovecc2024r.secomtrust-verification.com (https://ovecc2024r.secomtrust-verification.com)

Test Results

Revocation Tested

No error. https://certificate.revocationcheck.com/evecc2024v.secomtrust-verification.com PDF https://drive.google.com/file/
d/1sCg80fLx-cHtrGnJgXe4909vUUbeeRbA/view?usp=drive_link

CA/Browser Forum Lint Test

No error. https://crt.sh/?id=141498531458&opt=pkimetal PDF https://drive.google.com/file/
d/14L69XFCKCxBjgMYBEU9t_CK7bM9Cr-eg/view?usp=drive_link

EV Tested
Success. PDF https://drive.google.com/file/d/1w--7q4Gbod0fmTtviZIJB76rqSC_OEsS/view?usp=drive_link
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Audit Statements

Audit Firm
KPMG

Audit Firm Location

Japan

Standard Audit

Standard Audit

Type

Statement Date

Period Start Date

Period End Date

NetSec Audit

NetSec Audit

Type

Statement Date

Period Start Date

Period End Date

https://ccadb.my.salesforce-sites.com/ccadb/CasePrintViewAllPublic?r...

https://www.cpacanada.ca/api/getPDFWebTrust?attachmentld=61a1e198-3c05-4
088-a56d-3cd80ba6fd1c (https://www.cpacanada.ca/api/getPDFWebTrust?attach
mentld=61a1e198-3c05-4088-a56d-3cd80ba6fd1c)

WebTrust

2025/08/05

2024/06/07

2025/06/06

https://www.cpacanada.ca/api/getPDFWebTrust?attachmentld=ba5e0c0f-7e74-49
06-9228-05d16fb1f201 (https://www.cpacanada.ca/api/getPDFWebTrust?attachm
entld=ba5e0c0f-7e74-4906-9228-05d16fb1f201)

WebTrust

2025/08/05

2024/06/07

2025/06/06
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BR Audit

BR Audit

Type

Statement Date

Period Start Date

Period End Date

EV Audit

EV Audit

Type

Statement Date

Period Start Date

Period End Date
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https://www.cpacanada.ca/api/getPDFWebTrust?attachmentld=9a779169-0d92-4
0a8-b032-ac2b28163bf1 (https://www.cpacanada.ca/api/getPDFWebTrust?attach
mentld=9a779169-0d92-40a8-b032-ac2b28163bf1)

WebTrust

2025/08/05

2024/06/07

2025/06/06

https://www.cpacanada.ca/api/getPDFWebTrust?attachmentld=977836e8-6a2b-4
aba-bbcc-b8e9047fe9cb (https://www.cpacanada.ca/api/getPDFWebTrust?attach
mentld=977836e8-6a2b-4aba-bbcc-b8e9047fe9cB)

WebTrust

2025/08/05

2024/06/07

2025/06/06
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Non-Audit Documents

Document Type

Document Link

Effective Date

Associated Trust Bits

Version

Policy Identifiers

Comments

Document Type

Document Link

Effective Date

Associated Trust Bits

Version

Policy Identifiers

Comments

https://ccadb.my.salesforce-sites.com/ccadb/CasePrintViewAllPublic?r...

MD/AsciiDoc CP/CPS

https://repo1.secomtrust.net/spcpp/publicly-trusted-cpcps/
SECOM_Publicly_Trusted_TLS_CP-CPS_EN.md

2026/02/12

Server Authentication;Client Authentication;OCSP Signing

1.2.392.200091.100.721.1; 1.2.392.200091.100.751.1;
1.2.392.200091.100.752.1; 1.2.392.200091.100.752.2;
1.2.392.200091.100.901.11; 1.2.392.200091.100.901.4;
1.2.392.200091.100.901.6; 1.2.392.200091.100.902.1;
1.2.392.200091.100.902.3; 1.2.392.200091.100.999.11;
1.2.392.200091.100.999.13; 1.2.392.200091.110.213.1;
1.2.392.200091.110.214.3; 1.2.392.200091.110.214.4; 2.23.140.1.1;
2.23.140.1.2.1; 2.23.140.1.2.2

https://repo1.secomtrust.net/spcpp/publicly-trusted-cpcps/ https://
repo1.secomtrust.net/spcpp/publicly-trusted-cpcps/
SECOM_Publicly_Trusted_TLS_CP-CPS_EN.html

Self-Assessment

https://bugzilla.mozilla.org/attachment.cgi?id=9523126

2025/10/29

1.7
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Application Information - Apple

Apple Certificate Request Status Approved

Replacing a Certificate? True

SHA-256 Hash of the Cert being E74FBDA55BD564C473A36B441AA799C8A68E077440E8288BOFA1ES0E4BBACA11
Replaced

Certificate Replacement Date 2027/04/01

CA Owner Operating? Yes

Apple Trust Bits serverAuth;clientAuth

Apple EV Enabled True

Apple EV Policy OID(s) 2.23.140.11

Apple Applied Constraints

Application Information - Mozilla

Mozilla Certificate Request Status Information Verification In Process
Mozilla Trust Bits Websites
Mozilla EV Policy OID 2.23.140.1.1

Mozilla Applied Constraints
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